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Objectives
A Explain the structure IP addressing and demonstrate the ability
to convert between 8-bit binary and decimal numbers.

A Given an IPv4 address, classify by type and describe how it is
used in the network

A Explain how addresses are assigned to networks by ISPs and
within networks by administrators

A Determine the network portion of the host address and explain
the role of the subnet mask in dividing networks.

A Given IPv4 addressing information and design criteria, calculate
the appropriate addressing components.

A Use common testing utilities to verify and test network
connectivity and operational status of the IP protocol stack on a
host.
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Outline

AIPv4 addresses
I Anatomy of an IPv4 address
| Binary-to-decimal conversion
I Decimal-to-binary conversion
I Addressing types of communication: unicast, broadcast
and multicast.
AlPv4 addresses for different purposes
I Types of addresses in IPv4 network range

I Subnet mask: Defining the network and host portions of
the address

I Public and private addresses
I Special unicast IPv4 addresses
I Legacy IPv4 addressing
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Outline

AAssigning addresses
I Planning to address the network
| Static or dynamic addressing for end-user devices
| Selecting device addresses
I Internet Assigned Numbers Authority (IANA)
11ISPs
ACalculating the addresses
| Calculating network, hosts and broadcast addresses

| Basic subnetting
| Subnetting a subnet
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Outline

ATesting the network layer
' Ping 127.0.0.1: Testing the local stack
I Ping gateway: Testing connectivity to the local LAN
I Ping remote host: Testing connectivity to remote LAN
| Traceroute (tracert): Testing the path
I ICMPv4: The protocol supporting testing and messaging

A Overview of IPv6
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Anatomy of an IPv4 Address

AEach host in a network must be given a 32-bit IP
address.

AThe 32-bit IP address (in binary) is commonly
written In dotted decimal notation.

I The address is divided into 4 octets. Each octet is
represented by a binary value.

10101001 11000111 01000101 10001001
169 . 199 . 69 . 137
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Anatomy of an IPv4 Address

AIP address is divided into two portions: network
portion and host portion.

I Network portion is represented by the high-order bits (the
most significant bits).

/The actual number of bits in the network / host portion is
specified by the prefix length of the network address.

I Example: Say that we have a network address
172.6.4.0/24.

/The /24 network prefix means the leftmost 24 bits are the
network portion of the address.

/The IP address 172.16.4.20 would be an IP address in
the network: 172.16.4.20 A (network portion . host
portion)

AHosts in the same network must have the same
bits for the network portion of their addresses.
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Binary-to-decimal Conversion

AAny binary number can be converted to decimal by
multiplying the weight of each position with the binary
digit and adding together.

A Example: Convert the binary number 11110101, to its
decimal equivalent.

111110101, =(1x2)+(1x29+ (1 x 25+ (1 x2%+ (0x 2% +
(1x22)+(0x2)+(1x29

| =128+64+32+16+0+4+0+1
[ =245,
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Binary-to-decimal Conversion

Binary To Decimal Conversion

Exponent 27 276 275 274 2703 272 271 27N
Position 128 64 32 16 8 4 2 1
Bits 1 1 1 1 0 1 0 1
4 1 BYTE /1 Octex
Add these numbers
together 128 +4?4+ 32 +16 + 0 + 4+ 0 + 1
Decimal 245

A 1in this position
means 64 is added
to the total.

A 0 in any position
means that 0 is
added to the total.

11110101 in Binary = Decimal Number 245
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Decimal-to-binary Conversion

AThere are several ways to do this. The most
convenient method is called the division by 2
method.

I Divide the decimal number by 2.
AThis gives two outputs: quotient and remainder.
I Record the remainder.
I Divide the quotient by 2.
I Repeat the process until the quotient becomes 0.

I The binary representation of the decimal number is the
list of remainders recorded.

/The last remainder is the MSB (the leftmost binary
number).



%\ Cisco Networkin ademy’
\ gAcademy’

Decimal-to-binary Conversion

AExample: Convert the decimal number 172 to its
binary equivalent. R

1172/2 =86 remainder =0
186/2 =43 remainder = 0
143/2=21 remainder = 1 Read from
__ _ bottom to top
121/2=10 remainder = 1

110/2=5 remainder =0

15/2=2 remainder = 1
12/2=1 remainder =0
11/2=0 remainder = 1

ATherefore, 172,, = 10101100,
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Addressmg Types of Communication:
Unicast, Broadcast and Multicast

Aln IPv4 network, hosts can communicate in one of three
ways:
I'Unicast i from one host to another host.
I Broadcast 1T from one host to all other hosts in the network.
I Multicast i from one host to a selected group of hosts.

AEach way require a different type of address to be put
Inside the destination address field in the IP header.
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Addressing Types of Communlcatlon
Unicast, Broadcast and Multicast

Reserved IPv4 Address Ranges

Type of Address Usage Reserved IPv4 Address Range RFC
Host Address used for IPv4 hosts 0.0.0.0 to 223.255.255.255 790
Multicast used for multicast groups 224.0.0.0 to 239.255.255.255 1700
Addresses on a local network

Experimental » used for research or 240.0.0.0 to 255.255.255.254 1700
Addresses experimentation 3330

« cannot currently be
used for hosts in
IPv4 networks
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Aln an IPv4 network, the hosts can communicate
In one of three different ways:

' Unicast : The process of sending a packet from one
host to an individual host

| Broadcast : The process of sending a packet from
one host to all hosts in the network

I Multicast : The process of sending a packet from
one host to a selected group of hosts
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Unicast Communication and Addresses

AThe process of sending a packet from one host to an
Individual host.

I Normal host-to-host communication in client/server and peer-to-
peer network.

ATo perform unicast communication, the address put into
the destination address field in the IP header is the IP
address of the receiving host.
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Unicast Communication and Addresses

Unicast Transmission

Source: 172.16.4.1
Destination: 172.16.4.253

172.16.4.253

172.16.4.1

172.16.4.2

=

172.16.4.3
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Broadcast Comr'nrnication and
Addresses

AThe process of sending a packet from one host to
all hosts in the network.

ATo perform broadcast communication, the address
put into the destination address field in the IP
header must be a broadcast address.

ABroadcast is commonly used in the situation where:

I A host needs to send information to all hosts In the
network.

/Example: Sending routing updates.

| To find the location of special services / devices for which
the address is not known.

/Example: A newly connected host that tries to find a
DHCP server.
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Broadcast Communlcatlon and
Addresses

AThere are two types of broadcasts, each with its own
broadcast address.

I Limited broadcast
I Directed broadcast

A Limited broadcast is used to send a packet to all hosts
In the local network.

I Destination address used is 255.255.255.255.

I Broadcast is limited to the local network because routers do not
forward a limited broadcast packet.
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Broadcast Communication and
Addresses

Limited Broadcast

Source: 172.16.4.1
Destination: 255.255.255.255

)

172.16.4.253

172.16.4.1

172.16.4.2

172.16.4.3
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Broadcast Communication and
Addresses

A Directed broadcast is used to send a packet to all hosts
In a specific network.

I The destination address used is the highest address in a
network.

AAddress with all 1s in the host portion.

I Example: For the network 172.16.4.0/24, the destination
address used to send a broadcast to all hosts in this network is
172.26.4.255.

A Directed broadcast is useful to send a broadcast to all
hosts on a non-local network.
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Multicast Communication and Addresses

AThe process of sending a packet from one host to
a selected set of hosts.

ATo receive a multicast packet, a host must join a
multicast group.

AA multicast group is identified using an IP address
In the multicast range.

I IPv4 multicast addresses: 224.0.0.0 17 239.255.255.255

ATo send a multicast packet to a particular multicast
group, the address put into the destination address
field in the IP header is the multicast IP address
assigned to this group.
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Multicast Communication and Addresses

Multicast Transmission

Source: 172.16.4.1
Destination: 224.10.10.5

172.16.4.253

M R

172.16.4.1 g P

172.16.4.2 172.16.4.3 172.16.4.4
224.10.10.5 224.10.10.5
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Multicast Communication and Addresses

AThe IPv4 multicast address range (224.0.0.0 i
239.255.255.255) is sub-divided into two types.

I Reserved link-local addresses
/224.0.0.07 224.0.0.255
/MUsed for multicast groups in a local network.
/Only valid within the local network.
I Globally scoped addresses
/224.0.1.07 239.255.255.255
MUsed to multicast data across the Internet.
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Types of Addresses INn IPv4 Network
Range

AA particular IPv4 network will have a range of
addresses to be used in that network.
I Example: The network 172.20.23.0/24 will have the
address range from 172.20.23.0 17 172.20.23.255.

AThis range of addresses can be divided into three
types:

I Network address
| Broadcast address
I Host address

AHost addresses are the ones assigned to the
iIndividual hosts.
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Types of Addresses In IPv4 Network
Range

ANetwork address is used to refer to a network.
I This would be the lowest address in the range.
I It has a O for each host bit in the host portion of the address.

ABroadcast address is used to do a directed broadcast
to all hosts In the network.

I This would be the highest address in the range.
I It has a 1 for each host bit in the host portion of the address.
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Types of Addresses In IPv4 Network

Panno
Address Types
Hetwork
10 (1] (1]
MNetwork Address
00001010 00000000 00000000
10 ] 0
Broadcast Address
DoOO01010 QooQooon oooooooo
10 1] 1]
Host Address
0001010 QOoao000 ooo00000

Roll over to learn more.
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Subnet Mask

ASubnet mask and prefix length are two different
ways of representing the same information which is
to define the network portion of an IP address.

ASubnet mask is a 32-bit value, and uses a dotted
decimal notation (same like IP address).

I Example: 255.255.255.0
iInbinary: 11111111 111112111 11111111 00000000

I Value 1 in the subnet mask represents bit position of the
network portion.

I Value 0 in the subnet mask represent bit position of the
host portion.
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Subnet Mask

Network and Host Portions of an IP Address

These values are in the network
portion of the address. They
can be "0” or ™",

IP Addre% 172 . 16

These values are in the host
portion of the address.They can
bhe "0 or ™",

10101100 00010000
Subnet Mask 255 . 255
111111111 1111111111

noooo100

299

111111111

Prefix /24 (24 high order bits)

A ™" in these positions
indicates that these positions
are part of the network
portion of the address.

FETYWT

A "0 in these positions
indicates that these positions
are part of the host portion of

the address.



Subnet Mask

ARecall that a router forwards packets using its
routing table.
| The routing table contains a list of destination networks

and the router interface that the packet should be
forwarded to Iin order to reach that destination network.

AWhen a packet comes in, the router needs to find
the destination network from the destination IP
address I nside the packet

AThis is done by ANDing the IP address with the
subnet masks of potential routes.

| This yields a network address that is compared to the
route from the routing table whose subnet mask was
used.
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Subnet Mask

AExample:

I Given the IP address 172.16.4.35 and
subnet mask 255.255.255.224, find the
network address on which this IP address is
located.

ASince subnet mask and prefix length can
both be used to represent the same
information, the question can also be

rephrased like this:
I Find the network address of the IP address 172.16.3.35/17.
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Subnet Mask

Answer:

Host 172 16 4 35 10101100 00010000 00000100 00100011

Mask 255 255 255 224 11111111 11111111 1117117111 11100000

Network 172 16 4 32 10101100 00010000 00000100 00100000
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Public and Private Addresses

APublic IP addresses are addresses that are publicly
accessible from the Internet.

I Most of the addresses in the IP address range are public
IP addresses.

I A host using a public IP address can be accessed by any
other host in the Internet.

APrivate IP addresses are addresses that only valid
within a certain private network.

| These addresses cannot be accessed directly by other
hosts in the Internet.

I Used by hosts that require limited or no Internet access.
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Public and Private Addresses

AThe IP address ranges below have been reserved
to be used as private |IP addresses:

110.0.0.0 to 10.255.255.255 (10.0.0.0/8)
{172.16.0.0 to 172.31.255.255 (172.16.0.0/12)
1192.168.0.0 to 192.168.255.255 (192.168.0.0/16)

AA public IP address must be unigue throughout the
whole Internet.

AA private IP address must be unigue only within the
private network in which it is used.

I A private IP address can be used by multiple hosts, as
long as they are located in different private networks.
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Public and Private Addresses

APrivate IP addresses are not valid within the public
Internet.

I If an Internet routers receives a packet with destination IP
address 10.10.10.100, it cannot forward this packet.

AThis can cause problem when a host with a private
IP address wants to communicate with an Internet
host using a public IP address.

| The problem occurs when the Internet host wants to reply
back to the host with the private IP address.

| The reply cannot be sent because destination address is
a private IP address.
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Public and Private Addresses

AA solution to this would be to use the network
address translation (NAT) service.
I This allows packets with a private IP address to have its

source |IP address (which is initially a private IP address)
converted to a public IP address at the edge router.

AThis IP address would be the address of the edge router.

| The packet would then travels the Internet with a public
IP address as the source address.

I When the receiving host wants to send a reply, this reply
will be sent to the edge router of the private network.

I The edge router would then convert back the destination
IP address to a private address belonging to the sending
host.
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Special Unicast IPv4 Addresses

AThere are addresses in the IPv4 address range that are
not normally assigned to hosts, but instead reserved for
special purposes.

AThese addresses are:
| Default route
I Loopback address
I Link-local address
| Test-net addresses
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Default Route

A Default route refers to the address 0.0.0.0.

I The use of this address also reserves all addresses in the
range 0.0.0.0/8 (0.0.0.0 T 0.255.255.255).

I None of the addresses in this range can be assigned to an
Internet host.

A Default route is used by routers in their routing tables to
define a ncatch all o route
not available.
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Loopback Address

AlPv4 loopback addresses are the addresses in the
range of 127.0.0.1 to 127.255.255.255.

ALoopback address is used by hosts to direct traffic
to themselves.

I If a host sends a packet with a loopback address as the
destination IP address, the packet will be delivered to
itself.

| This address cannot be assigned to any Internet host.

AThe loopback address is mainly used for testing.
| To test the TCP/IP configuration of a host.
I Used by developers to test network applications.
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Link-local Address

AlIPv4 link-local addresses are the addresses in the
range of 169.254.0.0 to 169.254.255.255
(169.254.0.0/16).

ALink-local addresses can be automatically assigned
to the local host by the operating system in
environments where no IP configuration is
available.

ALink-local addresses are only valid within the local
network.

I Routers do not forward packets with link-local address as
the source address.
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Test-net Addresses

AlPv4 test-net addresses are the addresses in the
range of 192.0.2.0 to 192.0.2.255 (192.0.2.0/16).

ATest-net addresses are set aside for teaching and
learning purposes.

ATest-net addresses can actually be assigned to
hosts in the network.

I However, these addresses are only valid within the local
network.

I Routers do not forward packets with test-net address as
the source address.
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Link-local and Test-net Addresses

Special IPvd Addresses

Router does not forward TEST-NET
and Link-Local addresses.

Network using TEST-NET
addresses 192.0.2.0 /24
canh only communicate
within the local LAN.

Link-Local Network
169.254.0.0 16 can only
communicate within the

local LAN.
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Legacy IPv4 Addressing

Aln the early 1980s, IPv4 addressing range was
divided into several classes (defined in RFC 1700):

| Class A, Class B and Class C for unicast.
I Class D for multicast.
I Class E for experiment.

AEach unicast class represents networks of a
specific size.

I The number of bits for the network portion is different for
each of the unicast class.

AEach class has its own address range.

I The classes can be identified by examining the higher
order bhits.
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Legacy IPv4 Addressing

IP Address Classes

Address | 1st octet 1st octet bits Network( ) and Default subnet |Number of possible
Class range ( Host(H) parts of mask (decimal |networks and hosts
(decimal) address and binary) per network
A 1127 00000000- N.HH.H 255.0.0.0 128 nets (2°7)
01111111 16,777,214 hosts
per net (2424-2)
B 128-191 10000000- N.N.H.H 255.255.0.0 16,384 nets (2414}
10111111 65,534 hosts per
net {(2416-2)
C 192-223 11000000- N.M.M.H 255.255.255.0 2,097,150 nets
11011111 (2521) 254 hosts
per net (2°48-2)
D 224-239 11 100000- NA (multicast)
11101111
E 240-255 11110000- MA (experimental)
1111111

= All zeros {0) and all ones (1) are invalid hosts addresses.
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Legacy IPv4 Addressing

Aln those days, companies / organizations who
request for an address block will be given an entire
Class A, B or C address block.

I The use of IP address space this way is called classful
addressing.

AThe use of classful addressing can be a waste of
address space.

I Example: Say that your company has 2000 computers to
be connected to the network.

/Using class C, you can only support 254 hosts.
/So you have to use class B.

/But class B can support 65534 hosts. So the extra
addresses are wasted.
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Classless Addressing

AThe addressing system that we are currently using
IS referred to as classless addressing.

AWith classless addressing, the network portion of
an address block can be of any length.

' No longer restricted to having the network portion only be
8,16 or 24 bits as in classful addressing.

I Organizations that ask for an IP address block will be
given an address block appropriate for the number of
hosts that it has.

AReferring back to the previous example, the
company can be given an IP address block with

[21.
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Planning to Address the Network

AWhen assigning IP addresses to a network, it
should be properly planned and documented.

AThis is important because:
| To prevent duplication of addresses.

| To make it easier to provide and control access to certain
hosts.

| To make it easier to monitor the security and
performance of the network.

AOther considerations in planning network
addressing:

' Which hosts should be given private / public addresses.
I Which hosts should be given static / dynamic addresses.
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Static or Dynamchddressmg for End-
user Devices

AWith the static assignment, the network information
for a host must be manually configured.

ACommonly used for network devices that need to
be accessed by other hosts in the network.
| Servers, printers, etc.

| For these devices, it would cause a service disruption if
the IP address keeps changing.

AStatic assignment of addressing information can
provide increased control of network resources.

AHowever it can be time consuming to enter the
Information on each host.
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Static or Dynamlc Addressmg for End-
user Devices

ADynamic addressing is done by using DHCP.

I Hosts will automatically get network configuration
Information once it is connected to the network.

I Require a DHCP server to be set up in the network.
ADHCP is the preferred method of assigning IP
addresses to the hosts on large networks.

I Reduce the burden on network staff and virtually
eliminates the entry errors.

AAddress assigned using DHCP is not permanent.

I If the host is powered down or taken off from the network
the address Is available for other hosts.
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Selecting Device Addresses

AWithin a network, there can be different types of
hosts. For example:

I End devices for users

| Servers and peripherals

| Hosts that are accessible from the Internet
I Intermediary devices

AEnd devices for users are normally given private IP
addresses assigned using DHCP.

| These devices are not accessed by other hosts.
I It does not matter what IP address they use.
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Selecting Device Addresses

AServers and peripherals should be given a static IP
address.

I This will make it easier for other hosts to access them.

AHosts that are accessible from the Internet must be
given a static, public IP address.
I Public IP address is important to enable them to be
accessible by hosts in the Internet.

Alntermediary devices (switches, routers, firewalls)
should be given a static IP address.

| This will make it easier for them to be accessed by
network administrators.
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Selecting Device Addresses

Devices IP Address Ranges

_ First Address Last Address Summary Address

Metwork Adidress 1721650 ...

172.16.%.0 25
User hosts (DHCPpool) | 172161 | 17216127

Metworking devices 172160224 172.16.%.253

Router (gateway) 172.16.4.254 1721600224 27

Broadcast 172166255 ..

172.16.1.0 /24 172.16.2.0 /24

[
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Internet ASS|gnedNumbers Authorlty
(IANA)

AThe use of public IP addresses is managed by the
Internet Assigned Number Authority (IANA).

|
AHowever, the actual assignment of IP addresses is
done by the regional Internet registries:
I AfriNIC (African Network Information Centre)
I APNIC (Asia Pacific Network Information Centre)
I ARIN (American Registry for Internet Numbers)

I LACNIC (Regional Latin-American and Caribbean IP
Address Registry)

I RIPE NCC (Reseaux IP Europeans)


http://www.iana.net/
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ISPS

AUsers get their IP addresses from Internet Service
Providers (ISPs).

AHome users are normally given just one IP
address.

| This address can be fixed or dynamic, depending on the
package offered by the ISP.

ACompanies and organizations are normally given a
block of IP addresses.

| The number of IP addresses given depends on the
number of hosts in the company.

I If a company requires 200 IP addresses, the ISP may
give an address block with prefix length /24.

/Example: 169.20.34.0/24
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ISPsS

ATo provide Internet connectivity and related
services, ISPs have their own set of internal data
network.

I Routers, DNS server, DHCP server, e-mail server, etc.

ASimilar to IP address, ISPs are also hierarchical.

I Tier 1 ISPs 1T Large national or international ISPs that are
directly connected to the Internet backbone.

I Tier 2 ISPs 1 Subscribe their Internet connection from
Tier 1 ISPs and normally focus on business customers.

I Tier 31SPs 1 Subscribe their Internet connection from
Tier 2 ISPs and provide service to home users.
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Calculatlng the Network Host and
Broadcast Addresses

AAs discussed earlier, companies or organizations
get a block of IP addresses from an ISP.
I These addresses would then need to be assigned to
hosts in the network.

Aln assigning IP addresses to hosts in a network, it
IS Important to figure out the following addresses:

I Network address
I Range of host addresses
| Broadcast addresses

AExample: Say that a company is given the address
block 172.16.20.0/25.
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Calculating the Network, Host and
Broadcast Addresses

-
-

AStep 1: Calculate the network address.

I Network address = the lowest address in the address
block.

| The address block given has a prefix length of /25. This
means the network portion has 25 bits and the host portion
has 7 bits.

I All the bits in the host portion must be 0.

10101100000100000001010000000000
Network Host

Therefore, the network address is 172.16.20.0
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Calculatlng the Network Host and
Broadcast Addresses

A Step 2: Calculate the lowest host address.

| The lowest host address is always 1 greater than the network
address.

| The last host bit must be equal to binary 1.

10101100000100000001010000000001
Network Host

Therefore, the lowest host address is 172.16.20.1
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Calculatlng the Network Host and
Broadcast Addresses

A Step 3: Calculating the broadcast address.
| Broadcast address = the highest address in the address block.
I All the bits in the host portion must be 1.

10101100000100000001010001111111
Network Host

Therefore, the broadcast address i1s 172.16.20.127
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Calculatlng the Network Host and
Broadcast Addresses

A Step 4: Calculating the highest host address.
I The highest host address is 1 less than the broadcast address.

10101100000100000001010001111110
Network Host

Therefore, the highest host address is 172.16.20.126



