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Objectives
Á Explain the structure IP addressing and demonstrate the ability 

to convert between 8-bit binary and decimal numbers.

Á Given an IPv4 address, classify by type and describe how it is 
used in the network

Á Explain how addresses are assigned to networks by ISPs and 
within networks by administrators

Á Determine the network portion of the host address and explain 
the role of the subnet mask in dividing networks.

Á Given IPv4 addressing information and design criteria, calculate 
the appropriate addressing components.

Á Use common testing utilities to verify and test network 
connectivity and operational status of the IP protocol stack on a 
host.
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Outline
ÁIPv4 addresses

ïAnatomy of an IPv4 address

ïBinary-to-decimal conversion

ïDecimal-to-binary conversion

ïAddressing types of communication: unicast, broadcast 
and multicast.

ÁIPv4 addresses for different purposes

ïTypes of addresses in IPv4 network range

ïSubnet mask: Defining the network and host portions of 
the address

ïPublic and private addresses

ïSpecial unicast IPv4 addresses

ïLegacy IPv4 addressing
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Outline

ÁAssigning addresses

ïPlanning to address the network

ïStatic or dynamic addressing for end-user devices

ïSelecting device addresses

ïInternet Assigned Numbers Authority (IANA)

ïISPs

ÁCalculating the addresses

ïCalculating network, hosts and broadcast addresses

ïBasic subnetting

ïSubnetting a subnet
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Outline

ÁTesting the network layer

ïPing 127.0.0.1: Testing the local stack

ïPing gateway: Testing connectivity to the local LAN

ïPing remote host: Testing connectivity to remote LAN

ïTraceroute (tracert): Testing the path

ïICMPv4: The protocol supporting testing and messaging

ÁOverview of IPv6
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Anatomy of an IPv4 Address

ÁEach host in a network must be given a 32-bit IP 
address.

ÁThe 32-bit IP address (in binary) is commonly 
written in dotted decimal notation.

ïThe address is divided into 4 octets. Each octet is 
represented by a binary value.

10101001  11000111  01000101  10001001

169   .   199   .   69    .   137
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Anatomy of an IPv4 Address

ÁIP address is divided into two portions: network 
portion and host portion.

ïNetwork portion is represented by the high-order bits (the 
most significant bits).

ÅThe actual number of bits in the network / host portion is 
specified by the prefix length of the network address.

ïExample: Say that we have a network address 
172.6.4.0/24.

ÅThe /24 network prefix means the leftmost 24 bits are the 
network portion of the address.

ÅThe IP address 172.16.4.20 would be an IP address in 
the network: 172.16.4.20Ą (network portion . host 
portion)

ÁHosts in the same network must have the same 
bits for the network portion of their addresses.
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Binary-to-decimal Conversion

ÁAny binary number can be converted to decimal by 
multiplying the weight of each position with the binary 
digit and adding together.

ÁExample: Convert the binary number 111101012 to its 
decimal equivalent.

ï111101012 = (1 x 27) + (1 x 26) + (1 x 25) + (1 x 24) + (0 x 23) + 
(1 x 22) + (0 x 21) + (1 x 20)

ï = 128 + 64 + 32 + 16 + 0 + 4 + 0 + 1

ï = 24510
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Binary-to-decimal Conversion
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Decimal-to-binary Conversion

ÁThere are several ways to do this. The most 
convenient method is called the division by 2 
method.

ïDivide the decimal number by 2.

ÅThis gives two outputs: quotient and remainder.

ïRecord the remainder.

ïDivide the quotient by 2.

ïRepeat the process until the quotient becomes 0.

ïThe binary representation of the decimal number is the 
list of remainders recorded.

ÅThe last remainder is the MSB (the leftmost binary 
number).
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Decimal-to-binary Conversion

ÁExample: Convert the decimal number 172 to its 
binary equivalent.

ï172 / 2 = 86 remainder = 0

ï86 / 2 = 43 remainder = 0

ï43 / 2 = 21 remainder = 1

ï21 / 2 = 10 remainder = 1

ï10 / 2 = 5 remainder = 0

ï5 / 2 = 2 remainder = 1

ï2 / 2 = 1 remainder = 0

ï1 / 2 = 0 remainder = 1

ÁTherefore, 17210 = 101011002

Read from 
bottom to top



ITE PC v4.0

Chapter 1 12© 2007 Cisco Systems, Inc. All rights reserved. Cisco Public

Addressing Types of Communication: 
Unicast, Broadcast and Multicast

ÁIn IPv4 network, hosts can communicate in one of three 
ways:

ïUnicast ïfrom one host to another host.

ïBroadcast ïfrom one host to all other hosts in the network.

ïMulticast ïfrom one host to a selected group of hosts.

ÁEach way require a different type of address to be put 
inside the destination address field in the IP header.
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Addressing Types of Communication: 
Unicast, Broadcast and Multicast
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ÁIn an IPv4 network, the hosts can communicate 
in one of three different ways:

ïUnicast : The process of sending a packet from one 
host to an individual host

ïBroadcast : The process of sending a packet from 
one host to all hosts in the network

ïMulticast : The process of sending a packet from 
one host to a selected group of hosts
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Unicast Communication and Addresses

ÁThe process of sending a packet from one host to an 
individual host.

ïNormal host-to-host communication in client/server and peer-to-
peer network.

ÁTo perform unicast communication, the address put into 
the destination address field in the IP header is the IP 
address of the receiving host.
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Unicast Communication and Addresses
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Broadcast Communication and 
Addresses

ÁThe process of sending a packet from one host to 
all hosts in the network.

ÁTo perform broadcast communication, the address 
put into the destination address field in the IP 
header must be a broadcast address.

ÁBroadcast is commonly used in the situation where:

ïA host needs to send information to all hosts in the 
network.

ÅExample: Sending routing updates.

ïTo find the location of special services / devices for which 
the address is not known.

ÅExample: A newly connected host that tries to find a 
DHCP server.
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Broadcast Communication and 
Addresses

ÁThere are two types of broadcasts, each with its own 
broadcast address.

ïLimited broadcast

ïDirected broadcast

ÁLimited broadcast is used to send a packet to all hosts 
in the local network.

ïDestination address used is 255.255.255.255.

ïBroadcast is limited to the local network because routers do not 
forward a limited broadcast packet.
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Broadcast Communication and 
Addresses
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Broadcast Communication and 
Addresses

ÁDirected broadcast is used to send a packet to all hosts 
in a specific network.

ïThe destination address used is the highest address in a 
network.

ÅAddress with all 1s in the host portion.

ïExample: For the network 172.16.4.0/24, the destination 
address used to send a broadcast to all hosts in this network is 
172.26.4.255.

ÁDirected broadcast is useful to send a broadcast to all 
hosts on a non-local network.
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Multicast Communication and Addresses

ÁThe process of sending a packet from one host to 
a selected set of hosts.

ÁTo receive a multicast packet, a host must join a 
multicast group.

ÁA multicast group is identified using an IP address 
in the multicast range.

ïIPv4 multicast addresses: 224.0.0.0 ï239.255.255.255

ÁTo send a multicast packet to a particular multicast 
group, the address put into the destination address 
field in the IP header is the multicast IP address 
assigned to this group.
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Multicast Communication and Addresses
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Multicast Communication and Addresses

ÁThe IPv4 multicast address range (224.0.0.0 ï
239.255.255.255) is sub-divided into two types.

ïReserved link-local addresses

Å224.0.0.0 ï224.0.0.255

ÅUsed for multicast groups in a local network.

ÅOnly valid within the local network.

ïGlobally scoped addresses

Å224.0.1.0 ï239.255.255.255

ÅUsed to multicast data across the Internet.
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Types of Addresses in IPv4 Network 
Range

ÁA particular IPv4 network will have a range of 
addresses to be used in that network.

ïExample: The network 172.20.23.0/24 will have the 
address range from 172.20.23.0 ï172.20.23.255.

ÁThis range of addresses can be divided into three 
types:

ïNetwork address

ïBroadcast address

ïHost address

ÁHost addresses are the ones assigned to the 
individual hosts.
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Types of Addresses in IPv4 Network 
Range

ÁNetwork address is used to refer to a network.

ïThis would be the lowest address in the range.

ïIt has a 0 for each host bit in the host portion of the address.

ÁBroadcast address is used to do a directed broadcast 
to all hosts in the network.

ïThis would be the highest address in the range.

ïIt has a 1 for each host bit in the host portion of the address.
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Types of Addresses in IPv4 Network 
Range
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Subnet Mask

ÁSubnet mask and prefix length are two different 
ways of representing the same information which is 
to define the network portion of an IP address.

ÁSubnet mask is a 32-bit value, and uses a dotted 
decimal notation (same like IP address).

ïExample: 255.255.255.0 

ïIn binary: 11111111 11111111 11111111 00000000

ïValue 1 in the subnet mask represents bit position of the 
network portion.

ïValue 0 in the subnet mask represent bit position of the 
host portion.
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Subnet Mask
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Subnet Mask
ÁRecall that a router forwards packets using its 

routing table.

ïThe routing table contains a list of destination networks 
and the router interface that the packet should be 
forwarded to in order to reach that destination network.

ÁWhen a packet comes in, the router needs to find 
the destination network from the destination IP 
address inside the packetôs header.

ÁThis is done by ANDing the IP address with the 
subnet masks of potential routes.

ïThis yields a network address that is compared to the 
route from the routing table whose subnet mask was 
used.
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Subnet Mask

ÁExample: 

ïGiven the IP address 172.16.4.35 and 
subnet mask 255.255.255.224, find the 
network address on which this IP address is 
located.

ÁSince subnet mask and prefix length can 
both be used to represent the same 
information, the question can also be 
rephrased like this:
ïFind the network address of the IP address 172.16.3.35/17.
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Subnet Mask

Dotted Decimal Binary Octets

Host 172 16 4 35 10101100 00010000 00000100 00100011

Mask 255 255 255 224 11111111 11111111 11111111 11100000

Network 172 16 4 32 10101100 00010000 00000100 00100000

Answer:
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Public and Private Addresses

ÁPublic IP addresses are addresses that are publicly 
accessible from the Internet.

ïMost of the addresses in the IP address range are public 
IP addresses.

ïA host using a public IP address can be accessed by any 
other host in the Internet.

ÁPrivate IP addresses are addresses that only valid 
within a certain private network.

ïThese addresses cannot be accessed directly by other 
hosts in the Internet.

ïUsed by hosts that require limited or no Internet access.
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Public and Private Addresses

ÁThe IP address ranges below have been reserved 
to be used as private IP addresses:

ï10.0.0.0 to 10.255.255.255 (10.0.0.0/8)

ï172.16.0.0 to 172.31.255.255 (172.16.0.0/12)

ï192.168.0.0 to 192.168.255.255 (192.168.0.0/16)

ÁA public IP address must be unique throughout the 
whole Internet.

ÁA private IP address must be unique only within the 
private network in which it is used.

ïA private IP address can be used by multiple hosts, as 
long as they are located in different private networks.
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Public and Private Addresses

ÁPrivate IP addresses are not valid within the public 
Internet.

ïIf an Internet routers receives a packet with destination IP 
address 10.10.10.100, it cannot forward this packet.

ÁThis can cause problem when a host with a private 
IP address wants to communicate with an Internet 
host using a public IP address.

ïThe problem occurs when the Internet host wants to reply 
back to the host with the private IP address.

ïThe reply cannot be sent because destination address is 
a private IP address.
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Public and Private Addresses

ÁA solution to this would be to use the network 
address translation (NAT) service.

ïThis allows packets with a private IP address to have its 
source IP address (which is initially a private IP address) 
converted to a public IP address at the edge router.

ÅThis IP address would be the address of the edge router.

ïThe packet would then travels the Internet with a public 
IP address as the source address.

ïWhen the receiving host wants to send a reply, this reply 
will be sent to the edge router of the private network.

ïThe edge router would then convert back the destination 
IP address to a private address belonging to the sending 
host.
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Special Unicast IPv4 Addresses

ÁThere are addresses in the IPv4 address range that are 
not normally assigned to hosts, but instead reserved for 
special purposes.

ÁThese addresses are:

ïDefault route

ïLoopback address

ïLink-local address

ïTest-net addresses
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Default Route

ÁDefault route refers to the address 0.0.0.0.

ïThe use of this address also reserves all addresses in the 
range 0.0.0.0/8 (0.0.0.0 ï0.255.255.255).

ïNone of the addresses in this range can be assigned to an 
Internet host.

ÁDefault route is used by routers in their routing tables to 
define a ñcatch allò route when a more specific route is 
not available.
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Loopback Address

ÁIPv4 loopback addresses are the addresses in the 
range of 127.0.0.1 to 127.255.255.255.

ÁLoopback address is used by hosts to direct traffic 
to themselves.

ïIf a host sends a packet with a loopback address as the 
destination IP address, the packet will be delivered to 
itself.

ïThis address cannot be assigned to any Internet host.

ÁThe loopback address is mainly used for testing.

ïTo test the TCP/IP configuration of a host.

ïUsed by developers to test network applications.
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Link-local Address

ÁIPv4 link-local addresses are the addresses in the 
range of 169.254.0.0 to 169.254.255.255 
(169.254.0.0/16).

ÁLink-local addresses can be automatically assigned 
to the local host by the operating system in 
environments where no IP configuration is 
available. 

ÁLink-local addresses are only valid within the local 
network.

ïRouters do not forward packets with link-local address as 
the source address.



ITE PC v4.0

Chapter 1 40© 2007 Cisco Systems, Inc. All rights reserved. Cisco Public

Test-net Addresses

ÁIPv4 test-net addresses are the addresses in the 
range of 192.0.2.0 to 192.0.2.255 (192.0.2.0/16).

ÁTest-net addresses are set aside for teaching and 
learning purposes.

ÁTest-net addresses can actually be assigned to 
hosts in the network.

ïHowever, these addresses are only valid within the local 
network.

ïRouters do not forward packets with test-net address as 
the source address.
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Link-local and Test-net Addresses
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Legacy IPv4 Addressing

ÁIn the early 1980s, IPv4 addressing range was 
divided into several classes (defined in RFC 1700): 

ïClass A, Class B and Class C for unicast.

ïClass D for multicast.

ïClass E for experiment.

ÁEach unicast class represents networks of a 
specific size.

ïThe number of bits for the network portion is different for 
each of the unicast class.

ÁEach class has its own address range.

ïThe classes can be identified by examining the higher 
order bits.
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Legacy IPv4 Addressing
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Legacy IPv4 Addressing

ÁIn those days, companies / organizations who 
request for an address block will be given an entire 
Class A, B or C address block.

ïThe use of IP address space this way is called classful 
addressing.

ÁThe use of classful addressing can be a waste of 
address space.

ïExample: Say that your company has 2000 computers to 
be connected to the network.

ÅUsing class C, you can only support 254 hosts.

ÅSo you have to use class B.

ÅBut class B can support 65534 hosts. So the extra 
addresses are wasted.
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Classless Addressing

ÁThe addressing system that we are currently using 
is referred to as classless addressing.

ÁWith classless addressing, the network portion of 
an address block can be of any length.

ïNo longer restricted to having the network portion only be 
8,16 or 24 bits as in classful addressing.

ïOrganizations that ask for an IP address block will be 
given an address block appropriate for the number of 
hosts that it has.

ÁReferring back to the previous example, the 
company can be given an IP address block with 
/21.
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Planning to Address the Network

ÁWhen assigning IP addresses to a network, it 
should be properly planned and documented.

ÁThis is important because:

ïTo prevent duplication of addresses.

ïTo make it easier to provide and control access to certain 
hosts.

ïTo make it easier to monitor the security and 
performance of the network.

ÁOther considerations in planning network 
addressing:

ïWhich hosts should be given private / public addresses.

ïWhich hosts should be given static / dynamic addresses.
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Static or Dynamic Addressing for End-
user Devices

ÁWith the static assignment, the network information 
for a host must be manually configured.

ÁCommonly used for network devices that need to 
be accessed by other hosts in the network.

ïServers, printers, etc.

ïFor these devices, it would cause a service disruption if 
the IP address keeps changing.

ÁStatic assignment of addressing information can 
provide increased control of network resources.

ÁHowever it can be time consuming to enter the 
information on each host.
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Static or Dynamic Addressing for End-
user Devices

ÁDynamic addressing is done by using DHCP.

ïHosts will automatically get network configuration 
information once it is connected to the network.

ïRequire a DHCP server to be set up in the network.

ÁDHCP is the preferred method of assigning IP 
addresses to the hosts on large networks.

ïReduce the burden on network staff and virtually 
eliminates the entry errors.

ÁAddress assigned using DHCP is not permanent.

ïIf the host is powered down or taken off from the network 
the address is available for other hosts.
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Selecting Device Addresses

ÁWithin a network, there can be different types of 
hosts. For example:

ïEnd devices for users

ïServers and peripherals 

ïHosts that are accessible from the Internet

ïIntermediary devices

ÁEnd devices for users are normally given private IP 
addresses assigned using DHCP.

ïThese devices are not accessed by other hosts.

ïIt does not matter what IP address they use.
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Selecting Device Addresses

ÁServers and peripherals should be given a static IP 
address.

ïThis will make it easier for other hosts to access them.

ÁHosts that are accessible from the Internet must be 
given a static, public IP address.

ïPublic IP address is important to enable them to be 
accessible by hosts in the Internet.

ÁIntermediary devices (switches, routers, firewalls) 
should be given a static IP address.

ïThis will make it easier for them to be accessed by 
network administrators.
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Selecting Device Addresses
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Internet Assigned Numbers Authority 
(IANA)

ÁThe use of public IP addresses is managed by the 
Internet Assigned Number Authority (IANA).

ïhttp://www.iana.net

ÁHowever, the actual assignment of IP addresses is 
done by the regional Internet registries:

ïAfriNIC (African Network Information Centre)

ïAPNIC (Asia Pacific Network Information Centre)

ïARIN (American Registry for Internet Numbers)

ïLACNIC (Regional Latin-American and Caribbean IP 
Address Registry)

ïRIPE NCC (Reseaux IP Europeans)

http://www.iana.net/
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ISPs

ÁUsers get their IP addresses from Internet Service 
Providers (ISPs).

ÁHome users are normally given just one IP 
address.

ïThis address can be fixed or dynamic, depending on the 
package offered by the ISP.

ÁCompanies and organizations are normally given a 
block of IP addresses.

ïThe number of IP addresses given depends on the 
number of hosts in the company.

ïIf a company requires 200 IP addresses, the ISP may 
give an address block with prefix length /24.

ÅExample: 169.20.34.0/24
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ISPs

ÁTo provide Internet connectivity and related 
services, ISPs have their own set of internal data 
network.

ïRouters, DNS server, DHCP server, e-mail server, etc.

ÁSimilar to IP address, ISPs are also hierarchical.

ïTier 1 ISPs ïLarge national or international ISPs that are 
directly connected to the Internet backbone.

ïTier 2 ISPs ïSubscribe their Internet connection from 
Tier 1 ISPs and normally focus on business customers.

ïTier 3 ISPs ïSubscribe their Internet connection from 
Tier 2 ISPs and provide service to home users.
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Calculating the Network, Host and 
Broadcast Addresses

ÁAs discussed earlier, companies or organizations 
get a block of IP addresses from an ISP.

ïThese addresses would then need to be assigned to 
hosts in the network.

ÁIn assigning IP addresses to hosts in a network, it 
is important to figure out the following addresses:

ïNetwork address

ïRange of host addresses

ïBroadcast addresses

ÁExample: Say that a company is given the address 
block 172.16.20.0/25.
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Calculating the Network, Host and 
Broadcast Addresses

ÁStep 1: Calculate the network address.

ïNetwork address = the lowest address in the address 
block.

ïThe address block given has a prefix length of /25. This 
means the network portion has 25 bits and the host portion 
has 7 bits.

ïAll the bits in the host portion must be 0.

172 16 20 0

1 0 1 0 1 1 0 0 0 0 0 1 0 0 0 0 0 0 0 1 0 1 0 0 0 0 0 0 0 0 0 0

Network Host

Therefore, the network address is 172.16.20.0
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Calculating the Network, Host and 
Broadcast Addresses

ÁStep 2: Calculate the lowest host address.

ïThe lowest host address is always 1 greater than the network 
address.

ïThe last host bit must be equal to binary 1.

172 16 20 1

1 0 1 0 1 1 0 0 0 0 0 1 0 0 0 0 0 0 0 1 0 1 0 0 0 0 0 0 0 0 0 1

Network Host

Therefore, the lowest host address is 172.16.20.1
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Calculating the Network, Host and 
Broadcast Addresses

ÁStep 3: Calculating the broadcast address.

ïBroadcast address = the highest address in the address block.

ïAll the bits in the host portion must be 1.

172 16 20 127

1 0 1 0 1 1 0 0 0 0 0 1 0 0 0 0 0 0 0 1 0 1 0 0 0 1 1 1 1 1 1 1

Network Host

Therefore, the broadcast address is 172.16.20.127
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Calculating the Network, Host and 
Broadcast Addresses

ÁStep 4: Calculating the highest host address.

ïThe highest host address is 1 less than the broadcast address.

172 16 20 126

1 0 1 0 1 1 0 0 0 0 0 1 0 0 0 0 0 0 0 1 0 1 0 0 0 1 1 1 1 1 1 0

Network Host

Therefore, the highest host address is 172.16.20.126


