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Objectives
Á Identify the role of the Network Layer, as it describes 

communication from one end device to another end device

Á Examine the most common Network Layer protocol, Internet 
Protocol (IP), and its features for providing connectionless and 
best-effort service

Á Understand the principles used to guide the division or grouping 
of devices into networks

Á Understand the hierarchical addressing of devices and how this 
allows communication between networks

Á Understand the fundamentals of routes, next hop addresses and 
packet forwarding to a destination network
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Outline

ÁIPv4

ïNetwork layer: Communication from host to host

ïIPv4: Example of network layer protocol

ïIPv4 packet header

ÁNetworks: Dividing hosts into groups

ïCreating common groups

ïWhy separate hosts into networks

ïDividing networks from networks
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Outline

ÁRouting: How data packets are handled

ïGateway: The way out of the network 

ïRoute: A path to a network 

ïRouting table entries

ïPacket forwarding: Moving the packet toward its 
destination 

ÁRouting processes: How routes are learned

ïStatic routing 

ïDynamic routing 

ïRouting protocols 
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IPv4

ÁThe Network layer, or OSI layer 3, provides 
services to exchange the individual pieces of data 
over the network between identified end devices.

ÁTo accomplished this end to end transport the 
segment will go through layer 3 processes:

ïTo address the packet to the proper destination.

ïEncapsulate the packet with necessary data for delivery.

ïRoute the packet through the web of connected network 
for delivery.

ïThe destination host decapsulate the data for processing.

ÁThe protocol used in the Internetôs network layer is 
the called the Internet Protocol (IP).
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Network layer: Communication from host 
to host
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Network layer: Communication from host 
to host
ÁThe network layer receives segments of data 

(PDU) from the transport layer.

ïContains application data + transport header (either TCP 
or UDP).

ÁThe network layer adds a header to the segment 
received:

ïContains information to perform network-layer functions 
such as addressing.

ïThe format of the header is defined by a network layer 
protocol such as IP.

ÁFour basic processes of network layer: addressing, 
encapsulation, routing, decapsulation.
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Addressing

ÁIP requires that each sending and receiving device / 
host to have a unique IP address.

ÁFor a successful data transfer, both the source and 
destination IP addresses need to be specified.

ïDestination IP address enables the packet to be sent to the 
correct receiving host.

ïSource IP address enables the receiver to send a reply to the 
sending host.
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Encapsulation

ÁEncapsulation refers to the process of adding an IP 
header to the segment received from the transport 
layer.

ïIP header + transport-layer PDU = network-layer PDU.

ïNetwork-layer PDU is also called a packet.

ÁAmong others, the IP header contains:

ïSource IP address

ïDestination IP address
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Encapsulation

ÁEncapsulation refers to the process of adding an IP 
header to the segment received from the transport 
layer.

ïIP header + transport-layer PDU = network-layer PDU.

ïNetwork-layer PDU is also called a packet.

ÁAmong others, the IP header contains:

ïSource IP address

ïDestination IP address
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Routing

ÁRouting refers to the process that a router performs 
when receiving a packet.

ÁThis process involves:

ïAnalyzing destination address information.

ïUsing the address information to select a path for the packet.

ïForwarding the packet to the next router.

ÁThe packet header contains all the information required 
for the packet to travel through the network to the 
destination host.
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Routing

ÁThe path that the router chooses depend on the router 
configuration and information about the destination 
network.

ïDone by referring to the routerôs routing table.

ÁA packet may need to travel several hops before it 
reaches the receiving host.

ïA hop refers to the travel from one router to another router.

ÁThe last router will then forward the packet to the 
destination host.



ITE PC v4.0

Chapter 1 13© 2007 Cisco Systems, Inc. All rights reserved. Cisco Public

Decapsulation

ÁWhen the receiving host receives the packet, it 
examines the destination address to verify that the 
packet was addressed to this device.

ÁIf the address is correct, the packet is decapsulated.

ïDecapsulation refers to the process of taking off the IP header 
from the packet.

ÁThe remaining segment (layer 4 PDU) is then passed to 
the appropriate service at the transport layer
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Network Layer Protocols

Protocol Description

Internet Protocol 

version 4 (IPv4)

Most widely used network protocol. Basic 

protocol of the Internet

Internet Protocol 

version 6 (IPv6)

Currently in use in some areas. Will work with 

IPv4 and likely to replace it

Novell IPX Part of Novell NetWare, a widely popular 

internetworking protocol in the 1980s and 

1990s

AppleTalk Apple Computerôs proprietary networking 

protocol

Connectionless 

Network Services 

(CLNS)

A  protocol used in telecommunication networks 

that does not require established circuits
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IPv4: Example of Network Layer Protocol

ÁThe network-layer protocol used in the Internet is the 
Internet Protocol (IP).

ÁThe version of IP widely used in the Internet currently is 
IPv4.

ÁThe next version of IP, which is IPv6 has already been 
developed and currently being used in certain areas.

ïIPv6 can operate alongside IPv4.

ïIn the future, IPv6 is expected to replace IPv4 throughout the 
Internet.
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IPv4: Example of Network Layer Protocol

ÁIP was designed as a protocol with low overhead.

ïProvides only the functions that are necessary to deliver a 
packet from a source to a destination over an interconnected 
system of networks.

ÁIP was not designed to track and manage the flow of 
packets.

ïThese functions are performed by other protocols in other 
layers.
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IPv4: Example of Network Layer Protocol

ÁIPv4 characteristics:

ïConnectionless

ÅNo connection is established before sending data packet.

ïBest effort (unreliable)

ÅDoes not guarantee data delivery.

ÅThis reduces the overhead at routers in terms of processing 
time and bandwidth usage.

ïMedia independent

ÅOperates independently of the medium carrying the data.
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IPv4: Example of Network Layer Protocol
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Connectionless

ÁIP is connectionless:

ïNo need to exchange control information to establish 
end-to-end connection before data transfer.

ïDoes not require any field in the header to maintain 
connection.

ïThis reduces the overhead of IP.

ÁConnectionless packet delivery may result in 
packets arriving at the destination out of sequence. 

ïIf out-of-order or missing packets create problems for the 
application using the data, then upper layer services will 
have to resolve these issues.
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Connectionless
ÁIP packets are sent without notifying the end host that 

they are coming
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Connectionless
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Best Effort

ÁThe IP protocol does not burden the IP service with 
providing reliability. 

ÁCompared to a reliable protocol, the IP header is 
smaller. 

ïTransporting these smaller headers requires less 
overhead. 

ïLess overhead means less delay in delivery. 

ÁIP is often referred to as an unreliable protocol. 

ïUnreliable means that IP does not have the capability to 
manage, and recover from, undelivered or corrupt 
packets.

ÁReliability will be managed by an upper layer 
protocol (such as TCP).
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Best Effort
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Media Independent

ÁIP is media independent which means it is not 
concerned with the physical medium that caries the 
packet.

ÁConcern most = size of the PDU
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Media Independent

ÁIt does not matter whether IP packets are carried 
over what type of media.

ïThe only difference between the different media is just 
how the bits are represented by the signals.

ÁThe only issue that the network layer needs to 
consider is the maximum size of PDU that each 
medium can transport.

ïDifferent medium / link layer technology has its own 
maximum packet size.

ïThis maximum size is called the maximum transfer unit 
(MTU).
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Media Independent

ÁThe network layer must prepare the packets such that 
their size do not exceed the MTU.

ÁHowever, since a packet may go through different 
media along the path, it is still possible for a packet to 
be forwarded to a media with a smaller MTU than the 
packet size.

ïIn this case, the router needs to fragment the packet into 
smaller packets.

ïThis process is called fragmentation.
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IPv4 Packet Header
ÁPlease refer text book page 143
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IPv4 Packet Header

ÁVersion

ïIndicates IP version, either 4 or 6.

ÁInternet Header Length (IHL)

ïSpecifies the size of the packet header.

ÁPacket Length

ïSpecifies the entire packet size (in bytes), including 
header and data.

ÁIdentification, Flag and Fragmentation Offset

ïUsed for fragmentation.

ïEnables fragmented IP packets to be reconstructed 
correctly by the receiving host.
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IPv4 Packet Header

ÁTime to Live (TTL)

ïAn 8 bit field that specifies the maximum hops the packet 
can take before it is considered lost or undeliverable.

ïThe value is decreased by one each time the packet is 
processed by a router (that is, each hop). 

ïWhen the value becomes zero, the router discards or 
drops the packet and it is removed from the network.

ïPrevents a packet from circulating forever in the network.

ÁProtocol

ïAn 8-bit value that specifies the upper layer protocol that 
will receive this packet after decapsulation.
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IPv4 Packet Header

ÁHeader Checksum

ïUsed for storing error checking code.

ÁSource Address

ïIP address of the sending host.

ÁDestination Address

ïIP address of the receiving host.

ÁOptions

ïAdditional fields to provide extra services.

ïRarely used.

ÁPadding

ïUsed to fill in bits when header data does not end on a 
32-bit boundary.



ITE PC v4.0

Chapter 1 31© 2007 Cisco Systems, Inc. All rights reserved. Cisco Public

Networks: Dividing Hosts into Groups

ÁHistorically, IP-based network was managed as one 
large network.

ïAs the network grew, so did the issues related to its growth.

ïTo alleviate these issues, the large network is separated into 
smaller that were interconnected.

ïThese smaller networks are called subnetworks or subnets.

ÁDividing a network into subnets makes it easier to be 
managed.
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Creating Common Groups

ÁHosts can be grouped:

ïGeographically

ÅExample: Grouping by office locations.

ïBased on a specific purpose

ÅExample: Artists need high bandwidth to create video, but 
salesperson need 100% reliability and speed.

ÅAllows network resources to be allocated accordingly.

ïBased on ownership

ÅExample: Certain network can only be accessed by a 
certain group of people.

ÅProvides a boundary for security enforcement
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Creating Common Groups
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Creating Common Groups


