IIr
CISCO

OSI Transport Layer

Network Fundamentals i Chapter 4

Cisco | Networking Academy®
Mind Wide Open”



.. =
L. 5

3 Cisc'NerOfkiﬁ Agademy’
SisEl qgademyl

Objectives
A Explain the role of Transport Layer protocols and

services in supporting communications across data
networks

A Analyze the application and operation of TCP
mechanisms that support reliability

A Analyze the application and operation of TCP
mechanisms that support reassembly and manage
data loss.

A Analyze the operation of UDP to support
communicate between two processes on end devices
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Outline

ARoles of the transport layer
I Purpose of the transport Layer
I Supporting reliable communication
I TCP and UDP
I Port addressing
I Segmentation and reassembly: divide and conguer

ATCP: Communicating with reliability
I Making conversation reliable
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Outline

| TCP server processes

I TCP three-way handshake

| TCP session termination

I TCP acknowledgement with windowing
| TCP retransmission

| TCP flow control

I TCP congestion control

AUDP: Communicating with low overhead
I UDP: low overhead vs. reliability
I UDP datagram reassembly
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Roles of the Transport Layer

AThe OSI transport layer accepts data from the
application layer and prepares it for addressing at
the network layer.

AThe transport layer is responsible for the overall
end-to-end transfer of application data.

AThe transport layer also performs these functions:

I Enables multiple applications to communicate over the
network at the same time on a single device.

I Ensures that, if required, all the data is received reliably
and in order by the correct application.

I Employs error handling mechanisms.
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Roles of the Transport Layer

The OSI Transport Layer

Application

DATA

APPLICATION l T Presentation

Session

Thg Transport layer prepares
application data for transport over the Transport Transport
network and processes network data for

use by applications. l Network

NETWORK DATA
Data Link

Physical
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Purpose of the Transport Layer

A Primary responsibilities of transport layer:

| Tracking the individual communication between applications on
the source and destination hosts

I Segmenting data and managing each piece

I Reassembling the segments into streams of application data
I Identifying the different applications

I Performing flow control between end users

I Enabling error recovery

I Initiating a session



Tracking Individual Conversations

Tracking the Conversations AA host Can run mUItIpIe
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2= [ . the network.

E-MAIL

/P P TELEPHONY

To: you@example.com (VOIP)

From: me@example.com
Subject: E-mail

AThe transport layer

ensures that the data is
received by the correct
C s application.

®...0
STREAMING VIDEO

The Transport layer segments the data and manages the separation of data for different
applications. Multiple applications running on a device receive the correct data.
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Segmenting Data

AThe application layer passes large amount of data
to the transport layer.

AThe transport layer will break the data into smaller
pieces for transmission.

| These smaller pieces of data is called segment.

AA header is then added to each piece of data.
| This process is called encapsulation.

AAmong others, this header contains information to:
I Identify the segment belongs to which application.
I Identify the location of the segment in the full data.
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Segmenting Data

Segmentation
INSTANT {2 = MULTIPLE WEB PAGES
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MESSAGING ... 25 A :
= o o 4
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E-MAIL

IP TELEPHONY
To: you@example.com (VOIP)
From: me@example.com

Subject: E-mail -

STREAMING VIDEO

The Transport layer divides the data into segments that are easier to manage and transport.
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Reassembling Segments

ANetwork normally provides multiple routes to go to
the same destination.

| Packets belonging to the same data may travel through
different routes.

| Different route may have different latency (delay).
| Packets can arrive at the destination in the wrong order.

AThe header in the segments contain sequence
number to enable the receiver to reassemble the
received data in the right order.

AOnly data that is fully reassembled will be passed
to the receiving application.
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ldentifying Applications

ATransport layer must identify the target application
In order to pass the data streams to the proper
application.

AEach application is assigned an identifier called the
port number.

I Port numbers must be unigue within a host.

AThe sendero6s and receiver
iIncluded in the transport-layer header so that the
sending and receiving processes can be identified
correctly.
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Flow Control

AHosts in the network has limited resources (i.e.
memory and bandwidth).

ASending data at a rate that is too fast for the host to
handle may cause the host to run out of resources.

I If this happens, segments may get lost and have to be
retransmitted.

Alf the transport layer is aware that the resources
are running out, it can request for the sending
application to reduce its data rate.

I This is called flow control.

[ It can prevent loss of segments and avoid the need for
retransmission.



9 Cised Networkin ademy’
\ gAgademy’

Error Recovery

AFor many reasons it is possible for a piece of data to
become corrupted or lost as it is transmitted over the
network.

ATransport layer is able to detect when a piece of data is
corrupted or lost.

ATo ensure that all pieces reach their destination, the
source device would need to retransmit any data that is
corrupted or lost.
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Initiating a Session

ATransport layer can provide connection orientation
by creating a session between the two
applications.

AThis connection will prepare the applications to
communicate with each other before any data is
transmitted.

| Data communication between the two applications can be
more closely managed.

I Enable the transport layer to provide some of the other
services discussed before such as error recovery and flow
control.
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Supporting Reliable Communication

ADifferent applications have different requirements
for their data.

AThere exists multiple different transport layer
protocols.

ADifferent applications may be more suitable for
different protocols.

AA transport protocol can support reliable delivery.

| Each piece of data sent by the source must arrive at the
destination.

AHowever, depending on the application, reliable
delivery may or may not be required.
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Supporting Reliable Communication

IP Telephony
Streaming Video

Required Protocol Properties

Fast

Low overhead

Does not require
acknowledgements
Does not resend lost
data

Delivers data as it
arrives

Transport Layer Protocols

hot ol
TCP/IP Model .
*«  SMTP/POP (Email)
|
0S| Model . HTTP
Application
Application
Presentation
Required Protocol
Session Properties
fr | L4 Reﬁab'e
(oo > T ST dsoiedposn
N . + Resend lost data
e Intemet - Delivers data in
Data Link order sent
Physical Network Access

Application developers choose the appropriate Transport Layer protocol based on the nature of

the application.
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TCP and UDP

ATwo most common transport layer protocols of the
TCP/IP protocol suite are:

I Transmission Control Protocol (TCP)
I User Datagram Protocol (UDP)

ABoth protocols can manage the communication of
multiple applications.

| They can make sure that data are sent to the correct
application.

AThe differences between the two are the specific
functions that each protocol implements.
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User Datagram Protocol (UDP)

AUDP is a simple, connectionless protocol,
described in RFC 768.

Alt has the advantage of providing for low overhead
data delivery.

AThe pieces of communication in UDP are called
datagrams.

AThese datagrams are sent

' The sender will send the dat
will arrive safely at the receiver.

AApplications that use UDP include: Domain Name
System (DNS), Video Streaming, Voice over IP
(VolIP).
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Transmission Control Protocol (TCP)

ATCP is a connection-oriented protocol, described in
RFC 793.

ATCP can provide more functions as compared to
UDP.

I Additional functions specified by TCP are the same order
delivery, reliable delivery, and flow control.

I This is achieved by using additional overhead.
AEach TCP segment has 20 bytes of overhead in
the header encapsulating the application layer data

I For comparison, each UDP segment only has 8 bytes of
overhead.

AApplications that use TCP are: Web browsers,
emails, file transfer applications.
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TCP and UDP Headers

TCP and UDP Headers

TCP Segment
Bit (0} Bit (15) Bit (16) Bit (31)
Source Port (16) Destination Port (16)
Sequence Number (32) T
Acknowledgement Number (32) 0
Header Length (4) Reserved (6) Code Bits (B) Window (16) Bytes
Checksum (186) Urgent (16) l

Options (0 or 32 if any)

APPLICATION LAYER DATA (Size varies)

UDP Datagram
Bit (15) Bit (18) Bit (31)
Source Port (16) Destination Port (16) j'*
8 Bytes
Length (186) Checksum (16) ¥

APPLICATION LAYER DATA (Size varias)
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TCP Header UDP Header

Sowce Port (16 bits) Destination Part (16 hits) Somrce Port (16 hits) Destination Fort (16 hits)
Sequence Nuraber (32 bits) Length (16 bits) Checksun (16 bits)
Loknowledzement Mumber (32 bits) Data....
é)fg"%}st} R&S;E’:jd % § % E é = Window (16 bits)
Checksum (16 bits) Urgent Pointer (16 bits)
Options and Padding Or App“C&thn

Header + data
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Port Numbers

s [FIT[S|D|]T]S
SS T E| M|N|F|N
. a -
A Both TCP and UDP use ports § PIL|T|S | T M
(or sockets) numbers to pass N P P P
Information to the upper layers. E
Port T
Numbers—>»-

TCP UDP

Transport
Layer

HTTP is Port 80
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Port Addressing

ABoth TCP and UDP headers contain fields for the
source and destination port numbers.

I Source port number identifies the sending application on the
local host.

I Destination port number identifies the receiving application on
the remote host.

A Server processes commonly used a static, pre-defined
port numbers.

AClient processes use random port numbers assigned
by the operating system.
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Port Addressing

AThe receiveros port number
the correct receiving application.

AThe sendero6s port number ac
the requesting application.

I It enables the receiver to send a reply message to the correct
application.

I In this reply message, the source port number now becomes
the destination port number (and vice versa).
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Port Addressing

AThe combination of the transport layer port number
and the network layer IP address uniquely
identifies a particular process running on a specific
host device.

I This combination is called a socket.

AExamples:

I If a Web server (port 80) runs on a host with IP address
192.168.100.20, then the socket for the Web server is
192.168.100.20:80.

I If a Web browser runs on a host with IP address
192.168.100.48 and the dynamic port number assigned is
49152, then the socket for the Web browser is
192.168.100.48:49152.
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Port Addressing

N Clients Sending TCP Requests

HTTP response: Server
Source Port 80
Destination Port 49152

SMTP Response:
Source Port 25
Destination Port 51152

N y

Client 1 HTTP: Port 80

SMTP: Port 25 Client 2
g Client requests to TCP g

server
HTTP Reauest:

SMTP Redauest:
Source Port: 49152 Server response to TCP clients use  Source Port: 51152
Destination Port: 80 random port numbers as the Destination Port: 25

destination port.
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Port Addressing

Port Addressing
=
To: you@example.com R
From: me@example.com .j
Subject: Email S
> -
Applications ~>  Electronic Mail HTML Page Internet Chat
Protocols |
Port Numbers A Y A A
i ] ’ POP3 ‘ HTTP ‘ M
| | |
Application Application Application
Transport } Port Data Port Data Port Data
—> 110 80 531

Data for different applications is directed to the correct application because each application has a unigque port number.



9 Cised Networkin adem
\ gAgademy’

Port Addressing

AThe standard port numbers used by the servers are
specified by the Internet Assigned Numbers Authority
(IANA).

I IANA Is a standard body that is responsible for assigning
various addressing standards.
APort numbers can be categorized into three types:
I Well-known ports ( 0 to 1023)
I Registered ports (1024 to 49151)
I Dynamic or private ports (49152 to 65535)
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Port Number Range Port Group

0to 1023 A Well Known (Contact) Ports
1024 to 49151 A Reqistered Ports
49152 to 65535 Private and/or Dynamic Ports
Registered TCP Ports: Well Known TCP Ports
1863 MSN Messenger 21 FTP
2002 Alternate HTTP 23  Telnet
8080 Alternate HTTP 25  SMTP
80 HTTP

Reqistered UDP Ports:

1812 RADIUS Authentication Protocol :193 IF;?:;E t Relay Chat {IRC)

2000 Cisco SCCP (VoIP)

5004 RTP (Voice and Video Transport Protocol) S SR S AR o

5060  SIP (VolP) Well Known UDP Ports:
Registered TCP/UDP Common Ports: 69 TFTP  \well Known TCPIUDP Common Ports:
1433 MS sQL 520 RIP 53 pns
2948  WAP (MMS) 161  SNMP

A3 AOQL Instant Messenger, IRC
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Well-known Ports

AWell-known port numbers are reserved for common
Internet services / protocols.

IHTTP (Web) 1 port 80
I SMTP (E-mall) T port 25
I Telnet1 port 23

ABY defining the port number to be used by the
server application, the client application can be
programmed to connect to that specific port
number.

IMakes 1t easi er f or t hhe user
the port number).
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Well-known Ports

20 FTP Data TCP
21 FTP Control TCP
23 Telnet TCP
25 SMTP TCP
69 Trivial FTP (TFTP) UDP
80 HTTP TCP
110 POP3 TCP
194 IRC TCP
443 Secure HTTP (HTTPS) TCP

520 Routing Information Protocol (RIP) UDP
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Registered Ports

ARegistered port numbers are port numbers that have
been registered by certain companies (or
organizations) to be used for their applications or
protocols.

I Registration is done with IANA.

AWhen not used for a server process, port numbers
within this range can also be assigned to client
applications.
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Registered Ports

1812
1863
2000

5004

5060

8008
8080

RADIUS Authentication Protocol
MSN Messenger

CISCO Skinny Client Control
Protocol (SCCP, used in VoIP)

Real-Time Transport Protocol
(RTP, a voice and video transport
protocol)

Session Initiation Protocol (SIP,
used in VolP)

Alternate HTTP
Alternate HTTP

UDP
TCP
UDP

UDP

UDP

TCP
TCP
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Dynamic or Private Ports

APort numbers within this range are dynamically
assigned to client applications when they Initiate a
connection.

Alt is not very common for a client to connect to a
service using a dynamic or private port number.

AHowever, in practice, you can program an
application and give it any port number.
| There are non-standard applications (such as P2P file-

sharing) that use port numbers within this range for them
to connect with each other.
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TCP and UDP Ports

ATCP and UDP port numbers are two different ports.
I Example: Port number 80 for TCP and 80 for UDP are
two different ports.
AMost applications use either TCP or UDP only.

AHowever, there are also applications that use both
TCP and UDP.

I An example would be DNS.

I UDP is used to serve multiple client requests very
quickly.

| But sometimes, sending the requested information may
require the reliablility of TCP.

| Therefore, port number 53 for both TCP and UDP are
assigned to DNS.
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TCP and UDP Ports

53

161

531

1433

2948

J -

DNS

SNMP

AOL Instant
Messenger, IRC

MS SQL

WAP (MMS)

Well-known TCP/UDP
common port

Well-known TCP/UDP
common port

Well-known TCP/UDP
common port

Registered TCP/UDP
common port

Registered TCP/UDP
common port
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The list of opened ports on a host can be obtained using the
netstat command.. The information displayed including: the
protocol in use, the local address and port number, the destination
address and port number, and the state of connection.

e (CYWINDOWS\system32\cmd.exe

C-srnetstat —n
Active Connections

Local Adiress

172 17.158_.112:
172.17.158.112:
172.17.158.112:

172.17.158.112:

.1508.
.1508.

www.google.com

Foreign 'Address
172_16.1 _44:524
172.16.1 .44:524
205_188.9.73:5194
64.12.165.95:5178

198.133.219.25:80
198.133.219.25:88

64.154.80.254:80
66.1082.7.99:80

State
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
TIME_WAIT
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

netstat 1 n
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Segmentatlon and Reassembly:
Divide and Conquer

AChapter 2 explains how data is passed down
through the various protocols and finally
transmitted on the medium.

AAt the transport layer, data is segmented into
pieces.

I In TCP, these pieces are called segments.
I In UDP, these pieces are called datagrams.

ADividing application into segments ensures that:

| Data Is transmitted within the limits of the media and
data.

| Data from different applications can be multiplexed onto
the media.
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egmentation and ReassembDbly:
Divide and Conquer



