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Objectives

A Define the application layer as the source and
destination of data for communication across networks.

A Explain the role of protocols in supporting
communication between server and client processes.

A Describe the features, operation, and use of well-known
TCP/IP application layer services (HTTP, DNS, SMTP).
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Outline

AApplications: The interface between human and
data networks

I OSl and TCP/IP model
I Application layer software

I User applications, services and application layer
protocols

I Application layer protocol functions

AMaking provisions for applications and services
| Client / server model
| Servers
| Peer to peer (P2P) networking and applications
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Outline

AApplications layer protocols and services examples
I DNS Services and Protocol
I WWW Service and HTTP
I E-Mail Services and SMTP/POP Protocols
I E-Mail Server Processes: MTA and MDA
FTP
I DHCP
| File Sharing Services and SMB Protocol
I P2P Services and Gnutella Protocol
| Telnet Services and Protocol
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Appllcatlons The Interface between
human and data Networks

AThe application layer (layer 7) is the top layer of both
the OSI and TCP/IP models.

Alt provides the interface between the application we use
to communicate and the underlying network.

A Applications provide the means for generating and
receiving data that can be transported on the network.
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Applications: The Interface between
human and data Networks

Interfacing Human and Data Networks

7 Application 7 Application

6 Presenation 6 Presenation

5 Session 5 Session

4 Transport 4 Transport

3 Network 3 Network

2 Datalink 2 Datalink

<Network>

1 Physical 1 Physical

OSI| Model OSI| Model

The Application layer provides the
interface to the network.
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Appllcatlons The Interface between
human and data Networks

The Human Network Generates Data

N Application layer services initiate the
data transfer.

7 Application

Software and i
People hardware 6 Presentation
9 Session
H —— 4 Transport
3 Network
2 Datalink
The Appl_icat_ion layer prepe_zree human 1 Physical
communication for transmission over |

the data network.
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OSIl and TCP/IP Model

k OSI Model TCP/IP Model

l 7. Application l Domain Name

System
: Application .
l 6. Presentation l Layers Application Hypertext
. Transfer Protocol

l 5. Session l
Simple Mail

I 4. Transport l l Transport l Transfer Protocol

|3. Network I Data Flow l Internet l E?::oc:glice

: Layers
[2. Data Link ] Network oymanic Host
J Access Configuration

[1.  Physical

Protocol
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OSIl and TCP/IP Model

AFunctionality of the TCP/IP application layer
protocols fit roughly into the framework of the top
three layers of the OSI model.

I Application, presentation and session layers.

AMost early TCP/IP application layer protocols were
developed before the emergence of personal
computers, graphical user interfaces and
multimedia objects.

AThese protocols implement very little of the
functionali ty that 1 s spe
presentation and session layers.
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Presentation Layer

APresentation layer has 3 primary functions:

I Coding and conversion of application layer data to ensure
that data from the source device can be interpreted by
destination device.

I Compression of the data in a manner that can be
decompressed by the destination device.

I Encryption of the data for transmission and the decryption
of data upon receipt by the destination.
ACompression and coding formats:
I Graphics Interchange Format (GIF)
I Joint Photographic Experts Group (JPEG)
| Tagged Image File Format (TIFF)
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Session Layer

ASession layer creates and maintains dialogs
between source and destination applications.

Alt handles the exchange of information to:
I Initiate dialogs
| Keep them active

| Restart sessions that are disrupted or idle for a long
period of time

AMost applications, such as Web browsers or email
clients, incorporate the functionalities of session,
presentation and application layers into a single
application.
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TCP/IP Application Layer Protocols

A There are many application layer protocols, each for
exchanging different types of data for different network
applications.

A Common TCP/IP application layer protocols:

I DNS (Domain Name Service) T used to resolve Internet
hostnames to IP address.

I HTTP (Hypertext Transfer Protocol) i used to transfer files in
the World Wide Web application.

I SMTP (Simple Mail Transfer Protocol) i used to transfer email
messages and attachments.

I Telnet 7 used to provide remote access to servers and
networking devices.

I FTP (File Transfer Protocol) i used for interactive file transfer
between systems.
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Application Layer Software

AWhen a computer program runs, it is referred to as
a process.
I A program can be run several times, each in its own
process.

AA process can be an application, service or system
operation.

AWithin the application layer, there are two types of
software or processes that need to access the
network:

I Network aware applications
I Application layer services
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Application Layer Software

ANetwork aware applications:

I Applications used by people to communicate over the
network.

I Implements application layer protocols and is able to
send data directly to the network.

I Example: Email clients, Web browsers.

AApplication layer services:

I Provide assistance for other programs to access data or
iInformation over the network.

I Runs in the background and interact with other
applications (instead of with people).
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User Appllcatlons Servmes and
Application Layer Protocols

AUser applications:

I Applications that people use to send / receive data over
the network.

I Normally communicate with a service running on a
different host.
AServices:
I Applications that provide services to user applications.

I Assist user applications to obtain the required
iInformation.

I Exchange messages with user applications over the
network.
AApplication layer protocols:

I Provide the rules and formats that govern how application
data is treated.
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Application Layer Protocol Functions

AApplication layer protocols are used by both the
source and destination devices during a
communication session.

AFor a pair of source / destination applications to
communicate successfully, they must both use the
same application layer protocol.

AApplication layer protocols specify:

I What messages are exchanged between the source and
destination hosts.

| The syntax of the control commands.
| The type and format of the data being transmitted.

| The appropriate methods for error notification and
recovery.
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I\/Iaklng PrOV|S|ons for Applications and
Services

AWhen using a network application, the information
accessed by the user is not stored locally.

I Information Is stored on a remote device, connected to the
network.

A A request to access information must be made to the
device where the data resides.

AThis section will cover how the request for data can
occur and how the request is fulfilled.
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Client/Server Model

Files are downloaded from the
server to the client.
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SERVER Files are uploaded from the client to CLIENT
the server.
Resources are stored Aclientis a
on the server. hardware/software
combination that people

use directly.

()| Cisco Networking Agademy’

A Clienti the
device
requesting for
Information.

A Serveri the
device
responding to
the request.

A A process must
take a role
either as a
clientor a
server.
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Client Server Model

AThe client begins the exchange by requesting data
from the server.

AThe server responds by sending one or more
streams of data to the client.

AApplication layer protocols describe the format of
the requests and responses between clients and
servers.

Aln addition to the actual data transfer, this
exchange may also require control information,
such as:

I User authentication
I The identification of data file to be transferred
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Servers

AA server is usually a computer that contains
Information to be shared with many client systems.

' Web server

I Email server

| File or database server
I Applications server

ADifferent types of server application can have
different requirements for client access.

I Some servers may require authentication of user
account.

| Different account may have different permissions.
/E.g.: You can only upload to certain folders.
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Servers

A A server runs a service, which is also commonly called
a daemon.

ADaemons typically run in the background and are not
under an end user's direct control

A A daemon listens for a request from a client

I Itis programmed to respond whenever the server receives a
request for the service provided by the daemon.

I Example: A Web server daemon will listen for a request from a
Web browser.
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Servers

AWhen a daemon "hears" a request from a client:

I It exchanges appropriate messages with the client, as
required by its protocol.

| Proceeds to send the requested data to the client in the
proper format.

AServers typically have multiple clients requesting
Information at the same time.

I This requires a lot of resources (in terms of CPU time,
memory, network bandwidth).

| Therefore, a server is typically a powerful computer.
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Servers

| Server processes may support multiple clients.
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Peer-to-Peer (P2P) Networking and
Applications

AAn alternative to client server model is the peer-to-
peer (P2P) model.

AThe idea here is that there is no dedicated server
device.

I Each connected end device is called a peer.
| A peer can either act as a server or a client, depending
on what it is doing at that particular time.
AThere are two types of P2P models:
| Peer-to-peer networks
| Peer-to-peer applications
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Peer-to-Peer (P2P) Networking and
Applications

Aln a P2P network:

I Two or more computers are connected to the network.

I They can share resources (files or printers) without having a
dedicated server.

I One computer might assume the role of server for one
transaction while simultaneously serving as a client for another.
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Peer-to-Peer (P2P) Networking and
Applications

The figure shows one peer asking the other peer to provide
print services, while at the same time acting as a file server that
share one of its file



